cc: USFWS Headquarters - https://www.flickr.com/photos/50838842@N06
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MOTIVATIONS

@ CYBER CRIME 50%

@ CYBER ESPIONNAGE ~ 40%

‘ @ CYBER ACTIVISM
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DANKING =3 AEU

* using Malware or phishing to access
mallboxes

* banking detalls are replaced

*also.combined with social engingéring (via
a phone)

* ‘extreme cases: dedicated malware
targeting corporate banking systems

* targets: mainly huge invoice processing
orgamsatlons

cc: Cold Cut - https://www.flickr.com/photos/45426479@N00
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1 ARGE TEUAT LACKS (AP )

e avold attribution

* Stay stealthy,hide In the crowd
(abuse browsers, byod, set-top
DOXES)

* exfiltrate data/information (via
legite cloud provider)
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cc: Stuck in Customs - https://www.flickr.com/photos/95572727 @N00



LU Y oM

* multidisciplinarity

* collaboration

* competition

* self-organising networks

* scalability

* sustalnabillity

® common public private effort

cc: Stuck in Customs - https://www.flickr.com/photos/95572727 @N00
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» (Cyber security goes beyond |CT

» (Cyber security represents an economic
opportunity

* Demogratisation, creating synergies &
governance

» Reduction/harmonisation of compliance costs
»_.-Risk ‘sovernance based approach

» (Cyber Security as Infrastructure

cc: zilverbat. - https://www.flickr.com/photos/25228175@N08
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DON'T BE THE WEAKES | LINK
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cc: Dunechaser - https://www.flickr.com/photos/12426416@N00



cases.lu

Secure. Innovate. Lead.




cases.lu START-UP SECURITY KIT

Secure. Innovate. Lead.

START-UP

ENOTECT YOUR DADIA
SECURE YOUR HARDWARE
ADJUST YOUR BEHAVIOUR

Get a head start in terms of security. Reinforce your defences. Organise your Adopt the best protection technigues.
Avoid the most common traps and security. Develop your resilience. Monitor your information systems.
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circl.lu

Detect. React. Innovate.
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MAPCIRCLLU

CIRCL

'Computer Incident
Response Center
Luxembourg

gEvens
event
event
event
event
event
event
event
event
event
event
event
event
event
event

Ldl YEL Ly
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting
targeting

dUUI DD
addresses
addresses
addresses
addresses
addresses
addresses
addresses
addresses
addresses
addresses
3ddresses
addresses
addresses
addresses

wn
in
in
in
in
in
in
in
in
in
in
in
in
in
in

LUARHLUUL Y
Luxenbourg
Luxenbourg
Luxenbourg
Luxembourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg
Luxenbourg

LR R* )
from
from
from
from
from
from
from
from
from
from
fron
from
from
from

JLERUIY, LITUIG \DUUT L, ULILRIV LY )
Cambridge,United Kingdom (source: blackhole)
Beijing,China (source: blackhole)
Shanghai,China (source: blackhole)
Englewood ,USA (source: blackhole)

Fremont ,USA (source: blackhole)
Hefel,China (source: blackhole)

USA (source: blackhole)

Bursa,Turkey (source: blackhole)
Switzerland (source: blackhole)
Chuncheon,South Korea (source: blackhole)
Sun City,USA (source: blackhole)

Silver Spring,USA (source: blackhole)
Beljing,China (source: blackhole)

San Jose,USA (source: blackhole)

Partners hosting a CIRCL
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15:20 15:22 15:24 15:26
& Logs
Channel Level Script Name
Script INFO Categ
Script INFO Categ
Script INFO Url
Script INFO Categ
Script INFO Categ
Script INFO Categ
Script INFO Categ
Script INFO Url
Script INFO Url
Script INFO Url

15:28

Source

pasiebin.com
pasiebin.com
pasiebin.com
pastebin.com
pasiebin.com
pasiebin.com
pastebin.com
pastebin.com
pastebin.com

pasiebin.com

15:30

15:32

Date

20140811
20140811
20140811
20140811
20140811
20140811
20140811
20140811
20140811
20140811

15:34

15:36 15:38

Paste name
TSqu3ubi.gz
gmjgEhWm.gz
T5qu3ubl.gz
vULVOyjM.gz
vULVOyjM.gz
8qEgyXvH.gz
8qEgyXvH.gz
amjgEhWm.gz
vULVOyjM.gz

8qEgyXvH.gz

102: 1.6 Mails: 385 Lines: 4
Curve: 200 Tokenize: 2.67

T

15:40 15:42 15:44

10 :]D INFO & WARNING & CRITICAL

Message

Detected 1 http
Detected 9 http

3 Valid url detected
Detected 2 hitps
Detected 1 hitp
Detected 1 http
Detected 1 password
9 Valid url detected
3 Valid url detected

1 Valid url detected
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cc: Tom Hoyle - https://www.flickr.com/p
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,.dete}ct ahd ha ;

&\mtﬁ CERTSs)

* prepare for a crisis

* get an insurance i . Y




THERE ARE NO SMALL INGIDENTS

Minor Incidents escalate fast

-xplortation is still too easy

Multi-compromises are used and
abused

lo] makes It even worse

Attacks & attackers don't stop at the
borders



Pascal Steichen
SECURITY
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