
Helping to Protect Personal Information 
in the Digital Era 



Agenda

•

•
••
•

•



Online Privacy and Data Security: An 
E l i L dEvolving Landscape 

As a big company, we’ve got to lead on privacy…. We have 
a responsibility, all of us, not just to socially respect the user, but to 
build the technology that will protect the anonymity, the privacy, the 
security of what I say who I say it to where I go what’s important tosecurity of what I say, who I say it to, where I go, what s important to 
me.

www.microsoft.com/presspass/exec/steve/2010/03-04Cloud.mspx



Online Privacy and Data Security: An Evolving 
LandscapeLandscape
• With the growth of data storage, access, and exchange via the Web, 

individuals’ personal information has become the new currency of 
crime Identity thieves are using spyware phishing scams and othercrime. Identity thieves are using spyware, phishing scams, and other 
illicit methods to steal billions of dollars a year through fraudulent 
financial transactions. 

• Organizations that collect, store, and manage people’s personal g , , g p p p
information are also vulnerable to theft or loss of data, which can lead 
to significant financial harm and damage to their reputation. Such data 
breaches are increasingly problematic for businesses and 
government and they are undermining public trust in e commerce andgovernment, and they are undermining public trust in e-commerce and 
online services. Increasingly, people are wary of new technologies 
and business models that might lead to the misuse or abuse of their 
personal information. 

• Maintaining and building public confidence in the ability of 
governments and business organizations to responsibly manage and 
protect individuals’ data is essential if the Internet and related 
technologies are to reach their full potentialtechnologies are to reach their full potential. 



Privacy Fundamentals at Microsoft 

Microsoft develops many technologies that enable greater access 
to and use of information, and we understand that respect for privacy is 
essential to enabling a more trustworthy computing environment. We 
b li th t i di id l h ld h t l th i l i f tibelieve that individuals should have control over their personal information 
and that organizations should be responsible and accountable for how they 
collect, use, and protect this information. 
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Protecting Individual Privacy and Personal Data





Protecting Individual Privacy and Personal Data:

•

http://microsoftontheissues.com/cs/blogs/mscorp/archive/2010/01/18/microsohttp://microsoftontheissues.com/cs/blogs/mscorp/archive/2010/01/18/microso
ft-advances-search-privacy-with-bing.aspx

•
http://privacy.microsoft.com/en-us/bing.mspx



Online Advertising 
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www.iab.net/media/file/ven-principles-07-01-09.pdf



oftware Tools and Features 



uidance and Education

www.microsoft.com/protect



elping Organizations Manage and Protect Personal 
f tiformation 



echnology Domains for Data Governance

www.microsoft.com/privacy/technologies.aspx



dvancing Privacy Leadership and Collaboration 



nd to End Trust

tp://msdn.microsoft.com/en-us/library/ms995349.aspx

ww.microsoft.com/mscorp/twc/endtoendtrust



onclusion
lizing the full potential of the Internet as a driver of economic and social benefits will 
ire higher levels of trust, accountability, and security online. Adoption of new Internet 
ucts and services depends on users feeling confident that their personal data will be 
. Microsoft is strongly committed to strengthening individual and organizational privacy in g y g g g p y
digital ecosystem through the following tools and measures:
Rigorous corporate policies, principles, technical standards, and other measures 
hat are systematically incorporated into the development of Microsoft’s products 
nd services to help ensure privacy and data protectionp p y p

Easy-to-use software that allows individuals to more safely and confidently share 
heir information online, along with practical tips for steering clear of threats 

Enterprise-level technology tools and guidance for public- and private-sector 
organizations to help them more securely manage personal data and meet g y g
ompliance requirements

Engagement with government, industry, law enforcement, and public-interest 
partners
osoft believes that a trustworthy and privacy-assuring online ecosystem can be achieved 
ugh a combination of innovative technology, legislation, policies and practices, training, 
guidance. Organizations, technology providers, governments, and privacy advocates 
t work together to make this a reality. 



Be What’s Next.


