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POLICE.

-| Subject: Rare Opportunity
From: KGR KGR <charleslundi.kar48 @gmail.com>
Date: 19.07.2009 00:04

To: undisclosed-recipients:;

Dear sir.
I am contacting you to seek your assistance and cooperation in the actualization of this rare business opportunity.

This important business opportunity must be handled confidentially and will entail presenting you to a reputable bank as the beneficiary of some investment funds. You will be i
investment funds transferred to vour bank account overseas.

Please read the attached letter and contact me urgently if interested, on my telephone number:+2771-752-9990 or fax number: +2786-662-3966.

Yours truly,
Charles Lundi.Esq

FROM

CHARLES LUNDLESQ

10-15 Carlton Center, Marshalltown
Johannesburg 2001, South Africa

Dear Sir

With due respect | write to you to ascertain your interest and capability to co-operate with me in actualizing
this important transaction that will be very beneficial to both of us. | decided to contact you with the hope
that you will be reliable and capable of assisting me to actualize this important deal. | am Charles Lundi
Esq.. an Advocate at Law and legal counsel to an expatriate foreigner who owned the Limpopo Diamond-
Safari Mining Company in South Africa.

My client, Mr.Jarold Freeman died in an Egyptian Airine 990 plane crash in October 1999 You can confimm
further in the published website of St.Petersburg Times:
hitp/iwww sptimes com/News/110299/Worldandnation/Passenger_list_for Egshtml|

Since the death of my client| have made several inquiries to locate my client's extended relatives. but this
has proved unsuccessful. After years of several unsuccessful attempts, | decided to contact you today
privately and in confidence, with hope that you will be reliable and trustworthy to help me, or find a
trustworthy individual that can assist us to secure the confidential the re-profiling and claim of my late
client's funds left behind in his bank account before they are declared unserviceable by his bank, since the
mandatory 10-year waiting period allowed by South African law. will expire by October this year.
Particularly the bank where my deceased client had an account, with total credit balance of
US$10.000.000 Million. has issued me an urgent nofice to provide a beneficiary next of kin of my late client
hefnre the eyniratinn nf the 1Nvearw aitinn nennd _nr have the arcnunt clnsed and lionidated Hence thic is
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WELTE€ ONLINE "

Home Politik Meinung Wischat Geld Sport Wissen Gesundheit Panorama Kultur R

In den Nachrichten: Bahnstreik | E10 | Felix Magath | Libyen | Charlie Sheen

05.11.2002 | Autor: Himar Poganatz [ Empfehlen

Deutscher Blirgermeister stiirzt tiber Nigeria-Mail

Hilferuf aus Afrika entpuppt sich als finanzielle Falle - US-Geheimdienst  ARTIKEL T
warnt vor grof® angelegtem Betrug

"Dies ist ein Hilferuf": Der Titel der E-mail Klingt dramatisch, der Verfasser ist ﬁ
ein Unhekannter mit einem afrikanisch Klingenden Namen, und der Text des l )
Briefes verspricht "risikofrei" rund eine Million Dollar Gewinn. Dazu misse er
lediglich Mister "Ogbodube Johnson" kurzfristig sein Konto fir eine Transaktion
zur Verflilgung stellen. Eine E-mail, bei der wohl jeder sofort auf "ldschen”

Klicken wirde? Jeder natirlich, der nicht zu den Hunderten von Opfern gehdrt,
die sich Jahr fur Jahr auf das ausgefeilte System der Betriger einlassen.

| Empfanger

ANZEIGE
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Ster n.de ':fj-_li_gf_-r‘_ia Connection :::-,%';Weﬂnd ~ Abo&Shop ~ Tools ~ Ihr stern.de yv/

[ Polittk Panorama Sport Kultur Witschaft Auto Gesundheit Lifestyle 'Digital| Wissen Reise Video Fotografie

Computer Online Telefon Home Entertainment Spiele  Wissenstests  Archiv

B3 Gefallt mir &% Teilen | 2 Twittern 1  Schritt & A A (S Drucken versenden

— 25. Fehruar 2008, 10:33 Uhr

Nigeria-Connection
Frau tiberweist Betriigern 350.000 Euro
Eine Osterreicherin ist auf eine der altesten Betrugsmaschen im Internet hereingefallen und hat der beriichtigten

absurd.
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Mellleur consell: SUPPRIMER !

Ne jamais transférer de I'argent par Western Union

Ne jamais fournir des copies de documents officiels

Ne jamais fournir de données personnelles

Ne pas se deplacer a |'étranger
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« But de la fraude - Usage de votre centrale
teléphonique pour:
— Appeler des services payants a |'étranger
— Vendre des calling cards

* Cibles
— Centrales teléphoniques ,classiques”
— VoIP
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« Comment entrer?
— Profiter d'une faille connue de votre systeme
— Usage de mots de passe standards
— Hacking via TCP/IP

« Comment téléphoner?

— Activation de la déviation vers l'‘extérieur d‘un
numero interne

— Usage de la fonction call-back
— Intrusion dans une messagerie vocale
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* Mieux faut prévenir que guerir!

« Connaitre sa centrale teléphonique

« Parametrage correct

* Mise a jour du firmware/logiciel
 Activation de certains outils de sécurité

* Changer les mots de passe
— au niveau général
— au niveau individuel
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» Deésactiver les postes vacants
* Limiter les appells internationaux
* Installer un monitoring des communications



S

* All6 Pierre, c'est Marc...

* Nous avons un nouveau projet a Istanbul, jai
besoin d'un virement de 1.500.000 € sur le
compte CYP...... aupres de la Banque First
Fraud.

* Nous avons besoin de |I'argent d'ici 5 jours...
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« Comment identifier la fraude?
— Restez vigilant
— Pourquoi cette urgence?

— Avez vous connaissance d‘une telle
expansion?

— Est-elle en ligne avec la politigue interne?

— Coordonnées bancaires suspectes?
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« Comment reagir?
— Gardez votre calme!
— Evitez des tirs rapides!

— Recontactez votre appelant par les moyens
habituels

— En cas de doutes contactez une autre source
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* En principe: votre unité de police la plus
proche

» Exception: Centrales teléphoniques
— Service de Police Judiciaire
— Section Nouvelles Technologies
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e Résumé de vos constations

 Rassembler les preuves dont vous
disposez
— Documents (p.ex. Virements, courriel,...)

— Donneées techniques (p.ex. Log, header
courriel)

» Assistance par votre consell possible



