CYBERSECURITY

more than just an opportunity

The initiatives of the Ministry of the
Economy in the field of cybersecurity.

Francois Thill, Deputy director e-commerce and
information security, Ministry of the Economy.
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Cyber security goes beyond IT.

It is a matter that concerns any individual using multimedia.
For a country building its economic streng

cyber security is an essential asset to'Its

economic attractiveness.

Cyber security represents an econ@mic opportunity.

We strongly believe in the empowermenti@r all the stakeholders, as part of
the democratisation of information securit

Our approach is customer oriented, collab@rative and coordinated

at national level.

fle Schneider - Warsaw 2014
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ne democratisation of security
ne creation\ of synergies

| |
ne pooling of efforts
Informed governance
The reduction‘of compliance costs

Photo: Alexandre Dulatinov
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Security for all - together
Skills and human resources
Reducing costs and complexity
Organisational security gets affordable
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The strategy - the pooling of efforts

It is possible to mutualise! - ‘
At the level of risk treatmeﬁf :
At the level of 5|tuat|onal repor and indicators
At the level of huma,n resou es (res ve)

Photo: Mammitit



The strategy - informed governance

Informed governance
Risk management at the service of governance
For the benefit of the community
On the basis of objective metrics

Photo: Monceati



The strategy - the reduction of compliance go$tsoeuen
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Harmonisation of regulators
Harmonised regulatory requirements
Harmonised risk management
Harmonised reporting

Photo: Rill Grevcev
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Flagship projects MQ
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The government is aware that information security is a societal challenge
that must be addressed jointly by adopting appropriate behavior, putting in
place effective and efficient organizationaljand technical measures while
respecting the principles of proportionalitfg@d necessity.

The government promotes national and iit€knational collaboration and is
determined to democratize information security by identifying potential
synergies while reducing costs and complexity of procedures for all
stakeholders.

CyberseFurit-y strategy of Luxembourg
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Flagship projects ‘%2 ‘

« CASES : MONARC
« CIRCL :MISP & AlL

« AWARE : hack4kids

circl



LE GOUVERNEMENT
DU GRAND-DUCHE DE LUXEMBOURG

Flagship projects - CASES &g

- Méthode Optimisée d’aNAlyse des Risques Cases - MONARC
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"+ Reduction of individual effort: 80%

« Increased international interest:
cases

 CH, DE, AT, BE, FR, EU



Flagship projects - CIRCL ‘gf

- MISP — Malware Information Sharing Platform

P)lher MISP instances or CRITS, Mantis, InterFlow, celsus, ]

) b
ié i g E ‘=‘ Other MISP instances or CRITS, Mantis, InterFlow, celsus, ...
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DE,UK,CH,NO,SE,FILAT, LU,BE,LV,HU

g i

National and governmental CERTs

Private national and international organization, private CERTs,...

<

CIRCL API clearing house

MISP Synchronisation

Legend

Operated by NATO/NCIRC

- Operated by CIRCL

CIRCL - MISP Overview - Version 20140624

4

NATO member countries

g
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« AIL — Analysis of Information Leaks

Analysis Information Leak framework -- Dashboard

Search Paste Q [l Queues Monitor
@ Dashboard 2014/08/11 15:21:24: Duplicate: 3.7
1K 102: 1.6 Mails: 385 Lines: 4
|1 WordsTrendings I ’g Curve: 200 Tokenize: 2.67
Queue Name Amount
filelistduplicate 6
creditcard_categcards 0
mails_categemails 0
102feed 0
wordscateg 65
filelistline 6
wordscurve 0 1520 15:22 15:24 15:26 15:28 15:30 15:32 15:34 15:36 15:38 15:40 15:42 15:44
onion_categtor 0
web_categurls 0 = logs 10 jIEHNFo & WARNING & CRITICAL
filelistindexer 0 )
Channel Level Script Name Source Date Paste name Message
Shortlinestokenize 0
Script INFO Categ pastebin.com 20140811 T5qu3ubl.gz Detected 1 hitp
filelistattributes 6
Script INFO Categ pastebin.com 20140811 qmjgEhWm.gz Detected 9 hitp
Script INFO Url pastebin.com 20140811 T5qu3ubl.gz 3 Valid url detected
Script INFO Categ pastebin.com 20140811 vULVOyjM.gz Detected 2 https
Script INFO Categ pastebin.com 20140811 vULVOyjM.gz Detected 1 hitp
Script INFO Categ pastebin.com 20140811 8qEgyXvH.gz Detected 1 hitp A
Script INFO Categ pastebin.com 20140811 8qEgyXvH.gz Detected 1 password > ‘
Seript INFO Url pastebin.com 20140811 gmjgEhWm.gz 9 Valid url detected
Script INFO Url pastebin.com 20140811 vULVOyjM.gz 3 Valid url detected \
Seript INFO Url pastebin.com 20140811 8qgEgyXvH.gz 1 Valid url detected

circl
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