CYBER SECURITY

11 Essentials Security Practices
for Small Businesses
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Cyber crime continues to grow

User constitutes a target of choice

New paradigm — 70% to 90% of malware samples are unique

Need more than signature based anti-virus
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OUR VISION: Think defense in depth
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ESSENTIAL SECURITY PRACTICES FOR
SMALL BUSINESSES

Install Anti-malware softwares on all systems

» Install a Firewall to protect systems that are connected to the Internet
» Install software Firewalls on all systems

e Patch all systems and softwares

» Backup all important data

» Control physical access to all systems and data

e Secure wireless access points

¢ Train your employees to basic security practices

¢ Require individual accounts for each employee

e Limit employee access to Information Sources:
Information Security for Small Businesses

. The Basics

* Manage the risk of data breach or loss Marc Menninger

SecurityElements.com 2015
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OUR SOLUTIONS: PostCloud for Business

On prem. services

Managed services

CloudCollaboration & CloudPBX

CloudServer CloudDesk & CloudVDI

CloudFoundation — Virtual Private Cloud — Ghz / Gb / Gbit / Tb
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OUR SOLUTIONS: PostCloud for Business

THE MOST COMPLETE RANGE OF CLOUD PRODUCTS
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OUR SOLUTIONS: POST Managed Firewall
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Managed LAN

Switch Cloud PBX

Infracstructure POST Telecom Site client

POST Telecom — CyberSecurity

P N



OUR SOLUTIONS: PostPilot (1/2)
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OUR SOLUTIONS: PostPilot (2/2)
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Ease of use

Hardware and software

No commitment

The dashboard is so investments
intuitive that anyone No hardware and/or You are free to leave us
can use it. No more software investments for whenever you wish but
headaches: PostPilot implementing the we are sure t'hat you will
transforms the job of PostPilot solution. love this tool !
monitoring into a simple

and convenient task !

€
22

Monthly payments IT Resources

You do not need to have
Each month, you only
ay for what you use IT rescurces
P gven invoiges are ’ to take advantage of this
PostPilot solution.

calculated according to
your specific needs.




OUR SOLUTIONS: PostDrive
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OUR SOLUTIONS: POST Enduser Protection
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OUR SOLUTIONS: POST Gateway (2016)

Anti-virus
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ESSENTIAL SECURITY PRACTICES FOR
SMALL BUSINESSES

Install Anti-malware software on All systems

e Install a Firewall to protect Systems Connected to Internet
¢ Install Software Firewalls on All Systems

e Patch All Systems and Software

e Backup All Important Data

¢ Control Physical Access to all Systems and Data

e Secure Wireless Access Points

e Train Your Employees in Basic Security Practices

e Required Individual Accounts for Each Employee

e Limit Empolyee Access to Information
Sources:

. Information Security for Small Businesses
e Managed the Risk of Data Breach or Loss v The Basics

Marc Menninger
SecurityElements.com 2015
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Thank you!

jean-michel.remiche@post.lu
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